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PURPOSE: To ensure the security of the entire network system by applying 
ciphering processing to a user data only. 

CONSTITUTION: A data received from a section layer (S layer) consists of an 
S layer header and an S layer user data. A transport layer (T layer) ciphering 
sub-layer 8 ciphers the data as a T layer user data 11 of a transport protocol 
data unit (TPDU) and adds a ciphering header 19 and a T layer header 18 
to the data 11 and gives the result to a subordinate layer. A T layer ciphering 
sub- layer 8 of an opposite end system decodes the user data 11 of the received 
TPDU fro the subordinate layer 12 and gives the result to an S layer 9 being 
a host layer. 
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a: ciphering of T layer user data 11 only, b: ciphering of 
T layer user data 11. c: S layer header, d: S layer user 
data 
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PURPOSE: To revise a ciphering key for each call without need of key manage- 
ment and deterioration in the call connection quality. 

CONSTITUTION: Every time the collection of an open key in each of terminal 
equipments Tt-Tn from a center is finished, a random number generating section 
17 is started to generate a random number, an open public key is calculated 
from the random number and latched in an open public key delivery section 
14, a common key is calculated, the common key is divided into plural ciphering 
keys and they are latched in a common key calculation section 15. The center 
collects the open public key from each terminal equipment periodically, 
calculates a common key corresponding to each terminal equipment and divides 
it to obtain plural ciphering keys. The center uses one by one ciphering key 
of a relevant terminal equipment sequentially for each call, informs the operat- 
ing ciphering key to a relevant terminal equipment and ciphering/decoding 
is implemented by using a same ciphering key in the center terminal equipment 
to execute ciphering communication. Before the use of plural ciphering keys 
generated at once is not finished, a new open public key is generated to generate 
plural succeeding ciphering keys. 




I: exchange. 2: ciphering device, 3: transmitter, 6.12; ciphering/ 
decoding section, 7,13: ciphering key setting section. 8: 
open public key collection. 9: common key calculation section, 
11: transmission section, 16: open public key calculation 
section 
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PURPOSE: To reproduce sender side background noise for a noise block with 
fidelity by adding a noise data of a prescribed digital data string or a dummy 
spectrum to a silence block or a vowel block at a sender side and subtracting 
at a receiver side a same data string as the data string added at the sender 
side. 

CONSTITUTION: A noise data (Nu) is sent from a noise data memory 604 with 
respect to a sub block discriminated by a voice sub block detector 603 at a 
sender side. On the other hand, a delay signal Ru and the noise data (Nu) from 
a delay circuit 605 are added by an adder 606, after its output (Se) is subject 
to signal series replacement, the result is D/A-converted and sent. A subtracter 
612 at a receiver side subtracts the same noise data as that at a sender side 
to decode a background noise included in a sender input signal (MO) 
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601: A/D converter, 602: spectrum separation section, a: 
input signal, b: to signal series converter 
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